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Introduction

Greetings! We would like to take this opportunity to thank you for allowing us to share the lessons we have learned in
the development of Cybersecurity & Cybersecurity Curriculum at Kennesaw State Univeristy (KSU) over the past 20+
years. As part of our ongoing commitment to Security education, we have decided to formally compile these
observations into a single package and provide it to any who seek it, without any requirements, associated costs, or
restrictions. As a courtesy we would like to ask that if you like what you see and would like to adopt the contents in
whole or in part, that you send us a letter indicating your intent (or your completed action). This is to allow us to
maintain contacts with institutions that are adopting this type of curriculum and to gather feedback on its feasibility and
use. This document begins with pieces of the overall curriculum model and continues through a discussion of the specific
courses and programs we have participated in implementing at KSU. We then conclude with the intended next steps in
the development of this curriculum. We invite you to participate in this process by forwarding suggestions, constructive
criticisms, and ideas. We can be contacted at the address on the front page or by email to
cybersecurity@kennesaw.edu.

The following sections overview our experiences and findings in developing security curriculum. At the end of this
discussion an abbreviated copy of our methodology is repeated with a worksheet so that you may duplicate our process
yourself.

For the purposes of this document, the terms cybersecurity and cybersecurity will be considered synonymous,
regardless of the actual nuances that exist between the two terms. We will therefor describe the curriculum as security,
except where it exists in our degree programs. We similarly refer to “IT programs” to describe all computing programs,
like Management Information Systems (MIS), Information Systems (IS), Information Technology (IT), Computer Science
(CS) and Software Engineering (SWE).

Statement of the Problem

One of the continuing challenges facing society is the security and protection of information assets. Advances in
cybersecurity (Cybersecurity) and cybersecurity (CyberSec) have been unable to keep pace with advances in computing
in general.! Daily, press accounts of dramatic computer theft, fraud and abuse are reported as leading to extensive
economic loss. Continuous attacks on the American IT Infrastructure have highlighted the need for cybersecurity.?

Current workforce evidence continues to demonstrate substantial demand for cybersecurity professionals, although
estimates vary according to the occupations and work activities included. CyberSeek reported 514,359 U.S.
cybersecurity-related job listings in its 2025 data, an estimated employed cybersecurity workforce of approximately 1.34
million, and a national supply-to-demand ratio of 74 percent. These figures support continued investment in
cybersecurity education while also underscoring the importance of clearly defined competencies and realistic pathways
into entry-level work.

Education in cybersecurity prepares students to recognize and combat information system threats and vulnerabilities®.
The article “Integrating Security into the Curriculum” argues “an educational system that cultivates an appropriate
knowledge of computer security will increase the likelihood that the next generation of IT workers will have the
background needed to design and develop systems that are engineered to be reliable and secure”.? The need is so great
that the President of the US issued Presidential Decision Directive 63, the Policy on Critical Infrastructure Protection in
May 1998, which prompted the National Security Agency to established outreach programs like the National Centers of
Academic Excellence in Cybersecurity (CAE-C) programs. The mission of the NCAE-C is “to create and manage a
collaborative cybersecurity educational program with community colleges, colleges, and universities that

e Establishes standards for cybersecurity curriculum and academic excellence,
e Includes competency development among students and faculty,
e Values community outreach and leadership in professional development,
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e Integrates cybersecurity practice within the institution across academic disciplines,
e Actively engages in solutions to challenges facing cybersecurity education.”®

Early federal strategies, including The National Strategy to Secure Cyberspace (2003) and the Comprehensive National
Cybersecurity Initiative (2009), established cybersecurity education and workforce development as national priorities.
More recently, the National Cybersecurity Strategy (March 2023) and National Cybersecurity Strategy Implementation
Plan, Version 2 (May 2024), emphasized investment in a resilient digital future, development of the national cyber
workforce, and coordinated public-private action. These documents reinforce the continuing national importance of
high-quality cybersecurity education.

There are two dominant technology curriculum guidelines that directly inform contemporary cybersecurity curriculum
design. The first is the ABET-CAC accreditation standards for programs in Cybersecurity, which —in addition to the
general CAC computing requirements specify:

“These program criteria apply to computing programs using cybersecurity, cyber operations, computer
security, information assurance, cybersecurity, computer forensics, or similar terms in their titles.

3. Student Outcomes

In addition to outcomes 1 through 5, graduates of the program will also have an ability to:

6. Apply security principles and practices to maintain operations in the presence of risks and threats.
[CY]

5. Curriculum

The curriculum requirements specify topics, but do not prescribe specific courses. These requirements
are:

(a) At least 45 semester credit hours (or equivalent) of computing and cybersecurity course work. The
course work must include:

1. Application of the crosscutting concepts of confidentiality, integrity, availability, risk, adversarial
thinking, and systems thinking.
2. Fundamental topics from each of the following:

a) Data Security: protection of data at rest, during processing, and in transit.

b) Software Security: development and use of software that reliably preserves the security properties of
the protected information and systems.

c) Component Security: the security aspects of the design, procurement, testing, analysis, and
maintenance of components integrated into larger systems.

d) Connection Security: security of the connections between components, both physical and logical.

e) System Security: security aspects of systems that use software and are composed of components and
connections.

f) Human Security: the study of human behavior in the context of data protection, privacy, and threat
mitigation.

g) Organizational Security: protecting organizations from cybersecurity threats and managing risk to
support successful accomplishment of the organizations’ missions.

h) Societal Security: aspects of cybersecurity that broadly impact society as a whole.
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3. Advanced cybersecurity topics that build on crosscutting concepts and fundamental topics to provide
depth.

(b) At least 6 semester credit hours (or equivalent) of mathematics that must include discrete
mathematics and statistics.”®

The second principal curriculum guideline is Cybersecurity Curricula 2017 (CSEC 2017), developed by the Joint Task Force
on Cybersecurity Education representing ACM, IEEE Computer Society, AIS SIGSEC, and IFIP WG 11.8. CSEC 2017 remains
the principal full postsecondary cybersecurity curriculum guideline. A 2025 supplement, Foundational Cybersecurity
Content and Instructional Guidance for Secondary and Postsecondary Cybersecurity Education, adds foundational
learning outcomes and instructional guidance in data, network, system, software, organizational, and societal security.
The supplement complements rather than replaces CSEC 2017.

e Data security

e Software security

e Component security
e System security

e Human security

e Organization security
e Societal security

This guideline allows differences in technical and non-technical programs by providing “lenses” to influence the design
of the programs.’

Earlier curriculum documents supported the development and evolution of KSU's programs. IS 2002 and IS 2010 are
retained here as historical sources explaining the model's origins. Current information systems curriculum design should
also consider 1S2020: A Competency Model for Undergraduate Programs in Information Systems, which shifts emphasis
from prescribed courses toward integrated competencies involving knowledge, skills, dispositions, and tasks.

1. “The model curriculum should represent a consensus from the Cybersecurity community.

2. The model curriculum should be designed to help Cybersecurity faculty produce competent and confident entry
level graduates well suited to work-place responsibilities.

3. The model curriculum should guide but not prescribe. Using the model curriculum guidelines, faculty can design
their own courses.

4. The model curriculum should be based on sound educational methodologies and make appropriate
recommendations for consideration by Cybersecurity faculty.

5. The model curriculum should be flexible and adaptable to most IS/CS programs.”®

The model discussed here is designed to allow security majors to move toward career fields that include and evolve
through technical knowledge areas and into the management of security.

Goals and Objectives

This project is designed to increase the quality of security education by creating a curriculum model in security that
provides students with technical and managerial skills needed for the modern workforce. The curriculum can be adopted
by institutions with the desire to implement undergraduate or graduate security curriculum as individual courses,
minors or concentrations, or majors. It is intended to provide adopters of the curriculum with the means to deliver a
quality education with breadth and depth of the security common body of knowledge.
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Approaches to Implementing Cybersecurity Curricula
This approach considers that there are five approaches to implementing cybersecurity curricula:

Elements added to existing courses

Elements added to a capstone course or courses
Independent security courses

Security certificates / minors

Security degree programs

vk wnN e

Elements added to existing courses

In this option, existing courses can have a security module or other content added to reinforce the need to address
cybersecurity at all junctures of organizational effort. This is a preferred technique and can be used in conjunction with
other approaches. It is important to thread cybersecurity through a course, rather than adding it as a single module at
the end. The following table provides examples of how cybersecurity could be integrated in existing courses.

Existing Course Security Topics

Programming Principles Software Assurance*

Applied cryptography

Networking/Data Communications Network security principles

Network security tools (firewalls, IDPS, protocol sniffers)

Systems Analysis & Design Security in the SDLC

Database Principles Developing secure database structures
Security tools for data management

Privacy topics

Operating Systems OS Hardening

Configuration management

* see https://www.nist.gov/publications/software-assurance-common-body-knowledge-development-eventapril-4-6-
2005national

Elements added to a capstone course or a capstone sequence of courses

In this second approach to adding security content, specific modules are added to specific capstone experiences or
courses. In our program for example students have two classes that represent their capstone experience. In the first,
they are exposed to strategic policy and planning in IT and presented with a number of guest speakers on various topics.
In the second they are required to develop a system to solve a business problem, incorporating all aspects of learning to
that point including database, data communications, programming, project management etc. By addressing strategic
Cybersecurity planning in the first course and having at least one speaker on an Cybersecurity topic, we integrate
security into this course. By requiring the student teams to demonstrate how they used secure development techniques
in the second we reinforce the concepts there.

Independent security courses

The third approach to implementing cybersecurity is to create single security courses. This is the approach commonly
used today. Many programs develop one or two classes in security. Unfortunately, many of the classes labeled as
security classes fail to address the overall comprehensive breadth and scope of what is cybersecurity. A class in
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theoretical cryptography, while interesting does not provide much value to an cybersecurity professional-to-be. This
requires faculty to develop courses in the manner described in detail the subsequent sections, rather than implementing
classes “that would be fun to teach.” Also indicated in subsequent sections are suggestions for topics and components
of individual security classes.

Cybersecurity Certificates / Minors

Continually increasing in frequency, the fourth option is to implement a cohesive set of classes, under the title of Minor,
Concentration, Specialization, or Certificate. This requires detailed planning based on the desired focus and outcome of
the program. In our case, we made a conscious decision to focus more on managerial cybersecurity, and less on
technical cybersecurity. While we have courses in the technical arena, the bulk of the foundational courses are on the
roles and responsibilities of an cybersecurity professional manager, rather than technical. This is purely a choice based
on our strengths. There are many institutions out there that could, and should, consider implementing technical
programs, if they have the resources and support to do so.

Security degree programs

In our mind, the ultimate goal for enhanced cybersecurity curriculum is the baccalaureate-level or masters-level
cybersecurity program. As indicated in the statement of the problem, there are several programs in the field that list
bachelors or masters in security degrees (cybersecurity, information assurance, or cybersecurity). When you take a close
look, many are mainstream computing programs with more of a security concentration or minor. Nothing wrong with
that, but it tends to be misleading to the students. It takes a great deal of effort and support to create enough courses to
populate a program of this magnitude, and even more resources to offer it. It does represent the pinnacle of security
education.

Which of these approaches should you consider? First one must examine the available resources, time, faculty, money,
technology, and student demand. It may help to begin with the first two approaches and then slowly roll out additional
approaches as demand presents itself, or just jump in.

Foundations

Education is recognized as a critical component to improve cybersecurity throughout the nation.® The development of a
curriculum model would provide direct benefit to the various academic, business, and governmental agencies, to
support formal education efforts. During the initial analysis phase, we, the authors, examined existing literature,
reviewed other programs of interest and their implementations. We also examined current and emerging national and
international standards and guidelines for the training of security professionals, instructional methods and materials
from programs recognized as NSA centers of excellence across the country, and general recommendations and
constraints from curriculum supporting organizations such as the AIS, ACM and ABET.

In developing the curriculum for our first security program, we used the “Backward Curriculum Design Process”° a well-
known approach to curriculum design that begins with the desired outcomes and goals and works backward to learning
objectives grouped into courses. The curriculum model seeks to answer the following question:

What should a security professional who graduates from a particular program be qualified to do, and what positions
should they expect to be able to hold?

Cybersecurity Position and Roles

As position descriptions are not sufficiently descriptive of the roles the individuals play in the cybersecurity function, the
next step was to identify the roles cybersecurity professionals assume and then map them to the positions an individual
should hold. The following sections are from the text Principles of Information Security, 7th ed © 2021 Cengage
Learning.

“In an Cybersecurity Roundtable interview with Andy Briney, Eddie Schwartz, then VP of Strategy at Guardent, described
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security positions as being classified into one of three areas: those that define cybersecurity programs, those that build
the systems and create the programs to implement cybersecurity controls, and those that administer cybersecurity
control systems and programs that have been created. The “definers” are managers who provide policy and planning
and manage risk assessments. They are typically senior cybersecurity managers—they have extensive and broad
knowledge but not a lot of technical depth. The builders are techies who create security technical solutions to protect
software, systems, and networks. The administrators apply the techies’ tools in accordance with the decisions and
guidance of the definers; they provide day-to-day systems monitoring and use to support an organization’s goals and
objectives. By clearly identifying which type of role it is seeking and then classifying all applicants into these three types
and matching them, the organization can recruit more effectively.”*!

A typical organization has several individuals with cybersecurity responsibilities. While the titles used within any specific
organization may be different from one organization to the next, most of the job functions fit one of the following
categories:

. Chief cybersecurity officer (CISO)
. Security managers
. Security technicians, administrators, and analysts
. Security staffer/watchstander
CISO

The CISO is primarily responsible for the assessment, management, and implementation of the program that secures the
organization’s information. The CISO may also be called the Manager for Security, the Security Administrator, or a
similar title. The CISO usually reports directly to the CIO, although in larger organizations one or more layers of
management may exist between the two officers.

Security Managers

Security managers are accountable for the day-to-day operation of the cybersecurity program. They accomplish
objectives identified by the CISO, to whom they report as shown in Figure 5-11, and resolve issues identified by
technicians, administrators, analysts, or staffers whom they supervise. Managing technology requires an understanding
of it, but not necessarily a technical mastery in its configuration, operation, and fault resolution. Within the
cybersecurity community, there may be team leaders or project managers responsible for management-like functions,
such as scheduling, setting priorities, or administering any number of procedural tasks, but who are not necessarily held
accountable for making a particular technology function. The accountability for the actions of others is the hallmark of a
true manager. The accountability found in true management roles can be used to differentiate between actual
managers and other roles that may include the word manager in their job titles but in fact to not have such
accountability.

Security Technicians, Administrators and Analysts

Security technicians are the technically qualified individuals who configure firewalls and IDSs, implement security
software, diagnose and troubleshoot problems, and coordinate with systems and network administrators to ensure that
security technology is properly implemented. A security technician is usually an entry-level position; however, some
technical skills are required, which can make it difficult for those new to the field. It is difficult to get a job without
experience, and experience comes with a job. Just as in networking, security technicians tend to be specialized, focusing
on one major security technology group (firewalls, IDS, servers, routers, or software), and further specializing in one
particular software or hardware package within the group, like Checkpoint firewalls, Nokia firewalls, or Tripwire IDS.
These technologies are sufficiently complex to warrant a high level of specialization. Security technicians who want to
move up in the corporate hierarchy must expand their technical knowledge horizontally, gaining an understanding of the
general, organizational issues of cybersecurity, as well as all technical areas.

The security administrator is a hybrid between a security technician and the security manager, described in the previous
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section. These individuals have both technical knowledge and managerial skill. They are frequently called upon to
manage the day-to-day operations of security technology, as well as assist in the development and conduct of training
programs, policy and the like. The security analyst is a specialized security administrator. In traditional IT, the security
administrator corresponds to a systems administrator or database administrator, and the security analyst to a systems
analyst. The systems analyst, in addition to security administration duties, also must analyze and design security
solutions within a specific domain (firewall, IDS, antivirus). Systems analysts must be able to identify the users’ needs, as
well as understand the technological complexities and capabilities of the security systems they design.

Security Staffer or Watchstander

This is a catchall title that applies to the individuals who perform routine watch standing activities. It encompasses the
people that watch intrusion consoles, monitor e-mail accounts, and perform other routine-yet-critical roles that support
the mission of the cybersecurity Department.

Why is it important to understand these roles?

In order to design curriculum, one must understand what it is you want the student to be able to accomplish upon
graduation. As Stephen Covey advises “begin with the end in mind”. In our curriculum development we use these roles
were used as surrogates for positions and mapped to knowledge areas. The recent development of the NIST NICE
Cybersecurity Workforce Model — published as NIST Special Publication 800-181, Revision 1, which provides additional
knowledge into the knowledge, skills, abilities and tasks associated with cybersecurity roles.?

Knowledge areas represent the specific knowledge needed for each role, and when paired with a multi-level mastery
model like Bloom’s taxonomy?3, can be used to identify the level of depth of knowledge for each role. For example, a
CISO may need great breadth of knowledge, but not as much depth of knowledge in an area as a technician would. The
challenge is to completely map and verify the roles, knowledge areas, and levels of mastery needed.

Many programs take the short cut and jump straight to the certifications an cybersecurity professional could earn like:
CISSP, SSCP, GIAC, Security+, CISA and CISM. However, many academic programs are hesitant to implement coursework
that is focused on a specific applied output. Universities in general prefer to focus more on the true knowledge areas
that these certificates test, rather than the specifics of these exams. However, if we examine the content of some of the
key certifications, we can begin to glimpse some of the knowledge areas we would need to integrate with our
coursework.

The NICE Definitions of Security Roles and Responsibilities

The Workforce Framework for Cybersecurity (NICE Framework), NIST SP 800-181 Revision 1, provides a common
language for describing cybersecurity work through tasks, knowledge, and skills. NIST now maintains the operational
elements of the framework separately as versioned NICE Framework Components so that work roles, work role
categories, competency areas, and Task, Knowledge, and Skill statements can be updated without revising the base
publication.

Curriculum developers should consult the NICE Framework Current Versions page rather than reproduce a static list of
categories and work roles. As of the October 2025 publication date, the current components are Version 2.0.0, released
March 5, 2025. The components can be used to map program outcomes, courses, assessments, experiential learning,
and career pathways to current cybersecurity work.

Work Role Categories: high-level groupings of related cybersecurity functions.

Work Roles: groupings of work for which an individual or team is responsible or accountable; they are not job
titles.

Competency Areas: clusters of related knowledge and skill statements associated with the ability to perform
tasks in a domain.
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Task, Knowledge, and Skill statements: discrete building blocks that describe work and the capabilities needed to
perform it.

Current framework components and downloadable data are available at https://www.nist.gov/itl/applied-
cybersecurity/nice/nice-framework-resource-center/nice-framework-current-versions.

Cybersecurity Professional Certifications

The professional security certifications available are many, varied and change regularly. Rather than list the details of
each certification, we will simply provide a ling to the host organization and encourage you to become familiar with the
certifications most important to your curriculum efforts.

(ISC)2 Certifications - www.isc2.org
. Certified Information Systems Security Professional (CISSP) — a must have for security managers. Domains:
Security and Risk Management
Asset Security
Security Architecture and Engineering
Communication and Network Security
Identity and Access Management (IAM)
Security Assessment and Testing
Security Operations
Software Development Security

O NV AEWN R

The CISSP also offers advanced “concentrations” for those holding the CISSP in:

o Architecture
o Engineering
o Management

o Systems Security Certified Practitioner (SSCP) — appropriate for the security analyst or administration, similar
to the CISSP, but over more “applied” material. Domains:

Access Controls

Security Operations and Administration

Risk Identification, Monitoring and Analysis

Incident Response and Recovery

Cryptography

Network and Communications Security

. Systems and Application Security

o Associate of (ISC)? — for those who wish to earn an (ISC)? certification but haven’t earned met the experience
requirement.

NO U A WN e

There are several other certifications available from (ISC)?, visit the web site for more information.

ISACA — www.isaca.org

ISACA offers the Certified Information Security Manager (CISM), a management-oriented certification addressing four
current domains: Information Security Governance, Information Security Risk Management, Information Security
Program, and Incident Management. Because certification outlines change, curriculum designers should consult ISACA's
current exam content outline rather than treating a particular domain weighting as permanent.

. Cybersecurity Governance
. Information Risk Management
. Cybersecurity Program Development and Management
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. Cybersecurity Incident Management

ISACA also offers several other specialized security certifications like the CRISC—Certified in Risk and Information
Systems Control, visit the web site for more information.

Global Information Assurance Certification (GIAC) — www.giac.org

The certification side of SANS (http://www.sans.org) is known as the GIAC (http://www.giac.org). The GIAC family of
certifications can be pursued independently or combined to earn the comprehensive certification, GIAC Security
Engineer (GSE). Most GIAC certifications are offered in conjunction with SANS training. For more information on the
GIAC security-related certification requirements, visit www.giac.org/certifications. GIAC certifications are offered in the
following focus areas:

. Offensive Operations

. Cyber Defense

. Cloud Security

. Industrial Control Systems

. Digital Forensics & Incident Response
. Management, Legal & Audit

GIAC also offers several other specialized security certifications, visit the web site for more information.

CompTIA - www.comptia.org

CompTIA offers vendor-neutral certifications suitable for different stages of cybersecurity career development. For an
October 2025 publication, Security+ Version 7 (SY0-701) is the current foundational certification, while CySA+ Version 3
(CS0-003) is the current analyst certification. Certification versions and exam objectives change regularly; current
outlines should be verified directly with CompTIA before curriculum mappings are finalized.

. Security + Domains:
o “Assess the security posture of an enterprise environment and recommend and implement appropriate
security solutions
o Monitor and secure hybrid environments, including cloud, mobile, and loT
o Operate with an awareness of applicable laws and policies, including principles of governance, risk, and

compliance
o ldentify, analyze, and respond to security events and incidents”*
. Cybersecurity Analyst + Domains:

o “Leverage intelligence and threat detection techniques
Analyze and interpret data

Identify and address vulnerabilities

Suggest preventative measures

Effectively respond to and recover from incidents”*®

O O O O

Established Standards, Models and Practices

Another major area of information that could be used to derive the skills needed to become a security professional lay in
established standards, models, and practices. There are three primary documents which guide the implementation and
management of security programs. These are discussed in turn here, in an extract from Management of Cybersecurity:

Among the most accessible places to find a quality security management model are U.S. federal agencies and
international organizations. One of the most popular security management models has been ratified into an
international standard. This process began with British Standard 7799 that provided two components, each addressing a
different area of security management practice. BS 7799:1, once known as ISO/IEC 17799 and now ISO/IEC 27002, is
called “Information Technology — Code of Practice for Cybersecurity Management.” BS 7799:2 now known as ISO/IEC
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27001 is called “Cybersecurity management: Specification with guidance for use.” These documents are discussed in
detail in the following sections. These are proprietary, and organizations wishing to adopt this model must purchase the
rights to do so.

There are a number of alternatives. The first and foremost of these are free documents provided by the National
Institute of Standards and Technology’s Computer Security Resources Center (http://csrc.nist.gov). This site contains
several publications, including ones containing models and practices.

ISO/IEC 27001:2022 and ISO/IEC 27002:2022

ISO/IEC 27001:2022, Information Security, Cybersecurity and Privacy Protection — Information Security Management
Systems — Requirements, specifies requirements for establishing, implementing, maintaining, and continually improving
an information security management system. ISO/IEC 27002:2022, Information Security, Cybersecurity and Privacy
Protection — Information Security Controls, provides implementation guidance for a reference set of controls.

The 2022 edition of ISO/IEC 27002 supersedes the 2013 edition used in earlier versions of this model. It reorganizes the
controls into four themes:

Organizational controls
People controls
Physical controls
Technological controls

Curriculum designers should use the 2022 structure rather than the former 2013 clause arrangement. Because the
standards are proprietary, institutions should obtain authorized copies from ISO, IEC, or an approved standards provider.

NIST Special Publications (SP) - https://csrc.nist.gov/publications/sp800
NIST publications provide freely available, authoritative guidance that can support cybersecurity curriculum

development. The following current resources are grouped by instructional purpose. Faculty should verify each
publication's status through the NIST Computer Security Resource Center because revisions, withdrawals, and minor
releases occur regularly.

Foundational frameworks and risk management
NIST Cybersecurity Framework (CSF) 2.0 (NIST CSWP 29); SP 800-37 Rev. 2, Risk Management Framework; SP 800-30
Rev. 1, Guide for Conducting Risk Assessments; SP 800-39, Managing Information Security Risk.

Controls and assessment
SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations, including current minor
releases; SP 800-53A Rev. 5, Assessing Security and Privacy Controls in Information Systems and Organizations.

Workforce, education, and learning
SP 800-181 Rev. 1, Workforce Framework for Cybersecurity (NICE Framework), used with the current NICE Framework
Components; SP 800-50 Rev. 1, Building a Cybersecurity and Privacy Learning Program.

Incident response and resilience
SP 800-61 Rev. 3, Incident Response Recommendations and Considerations for Cybersecurity Risk Management; SP 800-
34 Rev. 1, Contingency Planning Guide for Federal Information Systems.

Measurement and continuous improvement
SP 800-55 Volume 1, Identifying and Selecting Measures; SP 800-55 Volume 2, Developing an Information Security
Measurement Program.
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Selected technical guidance

SP 800-115, Technical Guide to Information Security Testing and Assessment; SP 800-124 Rev. 2, Guidelines for
Managing the Security of Mobile Devices in the Enterprise; SP 800-128, Guide for Security-Focused Configuration
Management; SP 800-144, Guidelines on Security and Privacy in Public Cloud Computing; SP 800-150, Guide to Cyber
Threat Information Sharing.

Mapping Positions and Roles to Knowledge Areas
With this information the curriculum designers can gain a better feel for what a graduate should know upon seeking a
specific job category. The following figure illustrates this mapping.

In our case, we decided, based on conversations with our local curriculum advisory board, that KSU’s cybersecurity
coursework should be focused on preparing security administrators so that immediately upon graduation they would be
prepared for career progression through security manager to CISO. As a result, selected learning objectives were tied to
providing the appropriate level of mastery within each knowledge area felt to be critical to an individual’s success in that
program. We began with a two sets of information: the CISSP Common Body of Knowledge, and the CNSS (formerly
NSTISSC) training standards (https://www.cnss.gov/CNSS/issuances/Instructions.cfm). From each of the following we
examined introductory and advanced knowledge areas we felt were essential to this career progression.

Positions Roles Knowledge Areas
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(Varying levels of mastery)

Defining the Focus of the Program

At this point it is important to define the general thrust of the program and develop overall program objectives. Again,
what is it we want our students to learn from the entire program? In order to do this we must define the focus of the
program. In cybersecurity, there are three general types of programs:

Managerial Cybersecurity Program

The managerial program seeks to emphasize what we call the 5 “Ps” of Cybersecurity: People, Planning, Policy, Programs
and Projects. As is evident in the sample syllabus for the Management of Security later in this document, these areas
focus more on the administration and management of cybersecurity, than the technological aspects. The managerial
student should understand the types and purposes of various technical security controls, but may not necessarily be
able to configure, implement or maintain them. Managerial security programs are frequently found in Colleges of
Business, Information Systems Departments, and other related areas.

Technical Cybersecurity Program

The other end of the security spectrum, the technical program focuses more on the technologies of cybersecurity.
Students in these programs are expected to, in a very hands-on fashion, design, install, configure, test, and maintain
various technical security controls and equipment. This could include firewalls, intrusion detection systems, operating
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systems hardening, etc. The technical student should understand the role and purpose of the managerial aspects, as the
technical implementations are guided by the managers in security, but may not be able to develop these areas.
Technical security programs are frequently found in Colleges of Science, IT and Computer Science programs, technical
colleges and schools, and other related areas.

Balanced Cybersecurity Program

The balanced Cybersecurity program is a combination of the managerial and technical programs seeking a balance
between the two. Programs in this category generally will not have the level of depth in either management or
technology aspect of security but will seek to provide an approach that well prepares the student for further education
or experience in subsequent institutions or organizations. Balanced security programs will become the most prevalent
programs, eventually replacing the technical programs in popularity.

Levels of Mastery

Using the detailed list of domains and knowledge areas from the CISSP and other sources we then began to identify
what level of mastery was desired for each knowledge area. The taxonomy we used was derived in part from Bloom’s
taxonomy but simplified to a great extent. We chose to delineate four levels of desired mastery, defined as follows:

1. Understanding: At the understanding level, the student can identify key concepts when presented with a list
of alternatives. The student has familiarized themselves with the selected knowledge area and can discuss
key concepts.

2. Accomplishment: At the accomplishment level, the student can demonstrate the process necessary to use
the knowledge area in a given scenario. The student has a deeper grasp on both theoretical and practical
applications of the knowledge area.

3. Proficiency: At the proficiency level, the student can generate new examples of the application of the
knowledge are. The student has demonstrated the ability to critically discuss knowledge area concepts and
can easily relate their learning to others.

4. Mastery: At the mastery level, the student can not only freely create new knowledge of the area but can
also evaluate and critique new knowledge created by others. This level is typically obtained through
graduate level coursework, or extensive depth of curriculum.

An example in the topic area of cybersecurity policy could be:
Upon completion of identified material, the student should be able to:

e Understanding: Know and discuss importance of policy in the organization

e Accomplishment: Demonstrate procedures needed to design and implement policy

e Proficiency: Able to develop and implement a variety of security policies

e Mastery: Able to review and critique all types of security policy at all levels of the organization

Determining Numbers of Courses Needed

The next step was to determine how many courses would be needed, at a minimum to provide the student with the
desired level of mastery in the target knowledge. This step was accomplished by organizing the similar content with
corresponding learning objectives into class areas. This information then allowed us to identify minimal prerequisite
areas for each class. We used the following template to facilitate this process:

Mapping Mastery Depth to Courses
We determined that three courses would provide this depth as indicated for a specialization. This table shows not only
the total level of depth, but also the courses in which the depth would be obtained.
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EKnowledge and Course Knowledge
Skilk Needed as Names and Skills
Pre-requisites Delivered
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Level of Masterv Desired

M: Mastery

U: Understanding
Al Accomplishment
P: Proficiency

Courses Implemented

Version 4 | October 2025

Domain | Knowledge Area Introduction Technical Management
Access Controls
Access control fundamentals U AP A
Access control types U AP A
Access control attacks U AP A
Penetration testing methods U A
Telecommunications® (Some knowledge areas are prerequisite)
Network tyvpes (LAN/WAN)
OSI reference model
TCP/IP protocol suite
Telecomm security management U A
Telecommunications threats and U A
attacks
Remote access protocols U A
Security Management
Security planning UA AP
Security policies UA AP
Personnel security UA AP
Security personnel UA AP
Data classification and storage UA AP
Risk Management UA AP
Security education, training and UA AP
awareness program
Change/configuration management UTA A AP
Assessment strafegies UA AP A
Applications Security* (Some knowledge areas are prerequisite)
Systems development life cycles A
Database development and A
management
Systems controls UA A A
Distributed applications U
Object oriented concepts*®
Knowledge based systems*
Application and systems attacks and U AP A
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Level of Mastery Desired

U: Understanding
A: Accomplishment
P: Proficiency

M: Mastery

Courses Implemented
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Domain | Knowledge Area Introduction Technical Management
vulnerabilities
Malicious code UA AP A
Cryptography
Cryptosystems U A A
Ciphers and encryption algorithms U A A
Asymmetric key systems U A A
Symmetric key systems U A A
Hybrid key systems U A A
Message authentication/message digests U A A
Public key infrastructure U A A
Key management U A AP
Digital signatures U A A
Alternative cryptosystems U A A
Security protocols U A
Security Architecture
Security models U A A
Information systems evaluation criteria U A A
Svstem certification and accreditation U A A
Security architectures U A A
Operations Security
Operations concepts UA A AP
Threats and countermeasures UA A AP
Incident response UTA A AP
Auditing UA A AP
Monitoring UA A AP
Business Continuity Planning
Contingency planning UTA AP
Business continuity planning UA AP
Disaster recovery planning UA AP
Data backup and recovery methods UA AP
Crisis management UA AP
Law and Ethics
18




Level of Mastery Desired

U: Understanding
A: Accomplishment
P: Proficiency

M: Mastery
Courses Implemented

Domain | Knowledge Area Introduction Technical Management
Law categories and types UA AP
Computer crimes UA AP
Computer crime investigations UA AP
Computer ethics TA AP
Computer forensics procedures UA A

Physical Security

Site selection and security TA A
Guards U U
Keys and locks U U
Doors, walls and gates U U
Intrusion detection svstems U U
Fire detection and suppression systems U U
Biometrics U A A
CCTV U

As is obvious, there is substantial overlap both within and between courses with regard to the level of mastery. We
found that in some cases, since our sequence of courses would permit a student to take the introduction course and
then either the technical OR the managerial, that to obtain the desired level of mastery, duplication of certain levels
would be necessary. Duplication between courses also serves to reinforce that desired level of depth. Also evident is the
need to obtain both levels of understanding and accomplishment within the same course to reach the overall desired
level of mastery.

It was then a simple matter to reorganize learning objectives in each of the target courses and begin searching for
learning materials that would support each of these courses. Since the initial development, our learning objectives have
evolved to represent what the students should be learning in each course in a more robust fashion. Learning objectives
for each of the core courses implemented are presented with the course descriptions in the next section.

As a final note to this phase of the model curriculum, we would like to make the following recommendations: Courses
and programs should be created in ways that:

. Involve all critical stakeholders. Just as in systems development, the use of representative groups from all
interested parties (faculty, students, industry advisors) will serve to improve the final product.
. Create employable students or students who can advance academically. The bottom line is to create a

resource that will be in demand. Unless students can expect employability upon completion, they may lose
interest in the program, after an initial surge of interest due to the novelty of the program.

. Capitalize on available resources (faculty, classrooms, labs). We have found that existing labs can be easily
modified to support the cybersecurity laboratory’s unique requirements and exercises. We have also found
a wealth of freeware and “hackerware” tools that provide realistic and valuable experiences to the students.
Cultivating several key industry contacts has also resulted in several multi-thousand dollar donations in
software and hardware.
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. Support local / state / national program objectives like the National Strategy to Secure Cyberspace.
Contributing to these types of programs not only provides visible and demonstrable credibility to the
program, but serves as a basis for increasing the validity of your program should you decide to submit for
national grants and industry support.

KSU’s Security Program Development

Based on previous analysis of the literature and curriculum development and accreditation efforts as indicated in
previous sections, the first foray into security at KSU was the implement of seven cybersecurity courses in 2000. These
courses were designed to meet the national security standards of the time, as described previously, and to provide a
foundation for the curriculum model. In the pilot project students could select individual courses of interest or a five-
course sequence culminating in a Certificate, as major electives in a Bachelor of Science in Information Systems degree.
They eventually evolved into the core of a Bachelor of Science in Cybersecurity Degree. Why ISA? Because BS-IS was
already taken.

Undergraduate Certificate in ISA
The three core courses were shaped into a Certificate in Cybersecurity (ISA) to offer students both theoretical
foundations and applied hands-on experiences with the tools and technologies used to protect information assets.

Upon examination of the textbooks, and other learning support materials available at the time of the design of our
curriculum, we initially pilot tested the courses with trade press texts, modified to meet the needs of an academic
environment, and supplemented with NIST SPs of the time. In almost every instance, the trade press texts proved
severely lacking in the depth and breadth needed for the classroom. As we developed our own lab exercises, we
eventually approached a textbook publisher and collaborated to publish our first lab manual by agreeing to write a
textbook to accompany it. We took the opportunity to use the mappings that we were using for our courses and design
a text to provide a strong foundation for the first course in our sequence.

The curriculum is designed to encompass both technical details and managerial functions. The certificate begins with
three core courses:

. Principles of Cybersecurity & Assurance - An introduction to the various technical and administrative aspects
of Cybersecurity, this course provides the foundation for understanding key issues associated with
protecting information assets, developing protection and response to security incidents, and designing a
consistent, reasonable cybersecurity system, with appropriate intrusion detection and reporting features.
Learning objectives: After successful completion of the course students should be able to: identify and
prioritize information assets; identify and prioritize threats to information assets; define an cybersecurity
strategy and architecture; discuss the components of an incident response plan; describe legal and public
relations implications of security and privacy issues; and outline a disaster recovery plan.

. Technical Applications in Cybersecurity & Assurance - A detailed examination of the tools, techniques and
technologies used in the securing of information assets, this course provides in-depth information on the
software and hardware components of Cybersecurity. Topics covered include: firewall configurations,
hardening Unix and NT servers and specific implementation of security models and architectures. Learning
objectives: After successful completion of the course students should be able to: identify the components of
Cybersecurity Architectures; specify appropriate security models used in the architecture; identify specific
weaknesses and strengths of the security of various networking operating systems; locate and recommend
corrections to known vulnerabilities in network infrastructures; specify recommendations for the physical
hardening of popular network components; and identify and specify the components of a technology-based
security solution.

. Policy and Administration in Cybersecurity & Assurance - A detailed examination of a systems-wide
perspective of cybersecurity, beginning with a strategic planning process for security. Includes an
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examination of the policies, procedures, and staffing functions necessary to organize and administrate
ongoing security functions in the organization. Subjects include security practices, security programs, and
continuity planning and disaster recovery planning. Learning objectives: After successful completion of the
course students should be able to: write enterprise and issue-specific security policies; design a security
infrastructure; build a security team; select necessary security personnel; specify recommendations for the
auditing of an information system for security; and design a disaster recovery/business continuity plan.

Students then selected two courses to complete the certificate. They may select these from

1. Computer Forensics and either Criminal Investigations or Criminal Law;
2. Unix Administration and Security and Data Communications Protocols;
3. Computer Law and Computer Ethics;

And two courses from:

e Accounting Information Systems;
e EDP Auditing & Control;

e Accounting Auditing & Assurance;
¢ Internship or Cooperative Study.

BS-Cybersecurity

Development of the BS-ISA was an significant and extensive project. It began in 2001, when we drafted the Certificate in
ISA. In fact, when the faculty proposed the ISA Certificate, we intentionally used a separate prefix (ISA) instead of the
department standard (CSIS) to prepare for the eventuality of a degree. Shortly after the certificate was implemented, we
pulled up the overview of our BS in Information Systems and mused as to what a BS in ISA would look like. The program
was then put back on the shelf to collect dust, as we really did not expect to be able to pursue it further. When Herb
Mattord joined the full-time faculty, he declared his mission to see the BS-ISA come to fruition. With the success of the
Certificate — some 30+ certificates issued in just over 2 years, and with constantly full ISA classes, eventually the other
faculty in the department began to agree with us that perhaps an additional major would be a good idea. At the time the
department had close to 1400 majors in its four degree programs - BS in IS and CS, and MS in IS and CS.

We began the process in much the same way as the certificate was begun, by looking at the end product — the entry
level Cybersecurity professional. We realized that industry would need instruction on the new academically prepared
Cybersecurity professional, and would require a deviation from the traditional promote- from-within-IT, or hire someone
else’s Cybersecurity professional model. We began talking to several CISOs, ClOs and other regional IT professionals,
including fellow CISSPs, to determine what they felt the fresh-college-Cybersecurity graduate should look like. We
realized that what was missing in the discipline was the bridge between the technical elements of cybersecurity, and the
managerial elements. So our goal was to prepare an individual to work in either domain, and eventually to reach the
position of CISO.

We then went back to our 10 domains of knowledge and began expanding on the foundation provided by the certificate:

e |SA 3100 — Principles of ISA

e ISA 3200 — Applications in ISA

e |SA 3300 — Policy and Administration in ISA
e |SA 3350 — Computer Forensics

And began adding areas we found to be critical to the performance of both the Cybersecurity technical and managerial
expert.

From the technical side we realized the heart of the technical professional was the protection of servers, and the use of
cybersecurity technologies (firewalls, intrusion detection systems, antivirus etc.). So we create a split operating systems
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security class, focusing on the protection of client — and server- side security. This allows us to re-tool the 3200 class into
a more traditional Network Security class, focusing on the Security Technologies necessary to protect organizations’
perimeters. We also realized that one area that is lacking in many programs is a secure programming class. So we
replaced the CS2 — type programming class with one designed to take what the students learn in their programming
principles | class, and scrutinize it for security issues. We also added a scripting language (cgi &etc) to this class for good
measure.

From the managerial side, we added an incident response and disaster recovery class, to provide both the planning
requirements and the actual hands-on incident response actions. This class is truly a hybrid between managerial
planning and technical performance. We cap the program with a “how to be a CISO” capstone class, with a major soup-
to-nuts security project, requiring the students to examine an organization (real or case) and design and partially
implement a security solution.

The draft layout of this program was presented to numerous groups, including department advisory boards, and other
experts in Cybersecurity, both academic and practitioner. After final reviews, it was submitted through the university’s
curriculum approval process and eventually to the University System of Georgia’s Board of Regents. It is customary for a
new degree program to receive supplementary questions prior to the board review and vote. Our questions hit the heart
of the issue — will the graduates find jobs, is there a demand both by students and by industry for the program?

Fortunately, the IT market had just begun recovery in earnest, and we were able to provide convincing arguments on
both accounts. The Regents met and promptly approved the degree.

Now the work began. We had to fully flesh out the courses, including lab exercises, homework exercises, lecture notes
and the like. To assist in this endeavor, we submitted an NSF proposal under the Federal Cyber Service: Scholarship for
Service: Capacity Building Grant program and received a cooperative grant with Savannah State University. This degree
program was eventually revised to become a Bachelor of Business Administration (BBA) degree. The BBA-ISA program
currently has over 250 majors.

BS-Cybersecurity
In 2015, we received word that the University System of Georgia was interested in a cybersecurity degree as part of its
eCampus program.

“USG eCampus is a service unit of the University System of Georgia that assists SACSCOC-accredited USG
institutions in administering quality, affordable, high-demand, post-secondary online degrees and credentials
that address the workplace needs of Georgia and beyond. We leverage resources to imagine, design, and
support affordable, quality higher education pathways to enhance the economic, cultural and social interests of
the people of Georgia. Our vision is for Georgia to be the most highly-educated state in America, with graduates
who utilize their knowledge and skills to make Georgia the most desirable place to live.”®

The faculty, led by Drs. Mattord and Whitman of the Department of Information Systems, Michael J. Coles College of
Business, began to engage faculty from several other colleges on campus, specifically the Departments of Information
Technology and Computer Science from the College of Computing and Software Engineering, and the Department of
Sociology and Criminal Justice of the College of Humanities and Social Science to develop a cutting-edge
multidisciplinary degree program. Within two months, a team of faculty from the three colleges put together a proposal
and received quick approval on campus and then from the Board of Regents. The resulting program included an IT
computing foundation encompassing computer science programming classes, upper division security content from the
ISA program and additional IT security courses integrated, and several optional concentrations, including a cybercrime
track supported by SCJ.

The BS-Cybersecurity was initially established as a multidisciplinary program supported by faculty across KSU. The
program is now housed in the Michael J. Coles College of Business and supported by the Center for Cybersecurity
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Education (CCE), which promotes interdisciplinary collaboration, cybersecurity workforce development, academic
programs, outreach, and continued participation in the National Centers of Academic Excellence in Cybersecurity
program.

While there was some migration of majors from existing degree programs, within four years, the BS-Cybersecurity has
grown to over 600 majors, and continues to expand.

MS-Cybersecurity

In 2020, recognizing the increasing need for Cybersecurity professionals, a team of faculty that had been integral in the
development of the BS-Cybersecurity program began lobbying upper administration to allow the creation of a new
Master of Science in Cybersecurity. A team of representatives of the IS Department, the IT Department, the Computer
Science Department, the Software Engineering and Game Design Department, and the Sociology and Criminal Justice
Department met and over a 2-week period hammered out the mission, purpose, learning outcomes, and curriculum
model for the MS-Cybersecurity. Additional faculty contributed to the development of sample syllabi, adopting current
graduate and undergraduate security courses to the new program, and expanding the proposal. The KSU graduate
curriculum committee reviewed and quickly approved the program. The University System of Georgia Board of Regents
approved the program. The program went online in Fall 2020 and admitted over 100 students in its first semester.

One unique attribute of the MS-Cybersecurity is its 7-week session structure. Admitted students can take up to two
classes in each 7-week session, completing all 10 courses within one calendar year if they so desire. While applicants
must have foundations in computer infrastructure, programming, data communications/networking and cybersecurity,
they were able to remediate those, initially with 5000-level classes. However, due to the massive initial demand for the
program, and the impact of the COVID pandemic in 2020, which resulted in a hiring freeze in the USG, the 5000-level
prerequisite foundation classes were replaced with self-paced, faculty-moderated, continuing education modules. This
allowed students to complete any missing foundations independently, between the time they are conditionally accepted
and the first day of class. Students that fail to complete the foundation prerequisites are administratively dropped and
must complete them before the next offering.

Also, as a result of these factors, in an innovative move, KSU adopted a best practice of the use of graduate qualified
faculty serving as the instructor of record for the course with the assistance of part-time or adjunct faculty members as
“Assistant Instructors”. This allows for larger-than-normal graduate class sizes, with an assistant instructor assigned to
the section for each additional 35 students. With over 100 students enrolling in the first four courses, the initial classes
quickly expanded to over 80 seats.

In Spring 2021, another group of over 120 students were admitted, increasing some class sizes to over 125 seats,
requiring an instructor of record and three assistant instructors per class. Also in Spring 2021, the faculty decided to
drop the Cybersecurity foundation prerequisite since one of the first courses in the curriculum is a Management of
Cybersecurity course, using a text designed with the flexibility to be used as the first cybersecurity course in a business
program.

The biggest challenge currently facing the program is the management of these large class sizes, given the limited
number of qualified graduate faculty. The challenges are still being managed by KSU leadership. Once these challenges
are more in-hand, future changes to the program could include the addition of elective courses.
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The Draft Curriculum Model

Outcomes from the pilot program were incorporated into a proposed curriculum model. These outcomes included the
adjustment of specific learning objectives across all core courses, adjusted use of laboratory exercises within each
course, and the movement of some core material to more advanced classes (like forensics material from the technical
course to the computer forensics course). Additional outcomes strengthened existing course relationships and validated
instructional approaches. One specific outcome was the identification of a clear lack of academic texts to support the
curriculum. As a result, we authored our own for several courses since then. These texts are now part of a suite of

academic Cybersecurity texts offered by Cengage/Course Technology and listed later in this document.

Table 1 provides an overview of our first curriculum model.

Table 1: DRAFT CURRICULUM MODEL

Subject

Bloom’s Levels of Knowledge (from [21])

Prerequisite Knowledge

General: Computing Foundations, Data Communications ...

Managerial: Also need Management, Accounfing ...

Technical: Also need Operating Systems, Computer Org & Arch, Programming. Protocols ...

Foundation

1.0 Introduction to Information Security

L1 — Knowledge Recognition & Differentiation in
Context

1.1 Computer Law & Ethics

L2 — Comprehension Translation/Extrapolition Use
of Knowledge

Technical Aspects of Information Security

2.0 Technical Applications in InfoSec

L2 — Comprehension Translation/Extrapolition Use
of Knowledge

2.1 Operating Systems Security

L3 — Application Knowledge

2.1.1 Windows NT/2000 Security

L4 — Analysis & L5 Synthesis

2.1.2 Linux/Unix Security

L4 — Analysis & L5 Synthesis

2.2 Network Security L3 — Application Knowledge
2.3 Applied Cryptography L3 — Application Knowledge
2.4 Computer Forensics L3 — Application Knowledge
2.5 Firewalls & Intrusion Detection | L3 — Application Knowledge

Managerial Aspects of Information Security

3.0 Management of Information Security
(Policy & Administration)

L2 - Comprehension Translation/Extrapolation
Use of Knowledge

3.1 Disaster Recovery/ Business
Continuity Planning

L3 — Application Knowledge

3.2 Risk Management

L3 — Application Knowledge

3.3 Incident Response

L3 — Application Knowledge

3.4 Physical Security

L3 — Application Knowledge

3.5 Security Training & Awareness

L3 — Application Knowledge
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Implementation of the Draft Curriculum Model for New Programs

Our preliminary findings suggested that if an institution can only implement two courses, they will be best served
implementing an introductory course, and then either a technical or managerial course depending on their preferences.
If the institution can implement more, an analysis of the intent of the program as described in previous sections will
provide additional course recommendations, as illustrated in the table below.

Table 2: Implementation of the Proposed Curriculum Model
Based on the number of courses an Institution can implement. it is recommended that they
should select the courses indicated. Question marks “?" are used to indicate alternatives.

Number of Course the Institution can [mpleﬁnent

in InfoSec

4 Courses: 1 2 3 4 5 6 7
Introduction to InfoSec * & * =1= o * &
Technical Applications in InfoSec *or * & =" * *
Management of InfoSec o * =1= G * &
Additional Courses Selected fiom: ? ? ? ?
Network Security (Win2K/Unix), ? ? ?
Adv. Network Security. Operating ? :

Systems Security. Auditing for
Security. Computer Forensics,
Criminal Justice, Criminal Law,
Computer Ethics. Computer Law,
Cryptography/ Cryptology. Secure
Programming. Internship/Coops

Some suggestions based on institutional intent could be as follows:

Scenario 1: The institution can only implement one course:
For a general or technical program:
¢ Introduction to Cybersecurity
For a managerial or business program:
¢ Management of Cybersecurity (with heavy emphasis on foundation material).

Scenario 2: The institution can implement two courses:
For a general or technical program:
¢ Introduction to Cybersecurity
¢ Technical Cybersecurity (e.g. Network Security)
For a managerial or business program:
¢ Introduction to Cybersecurity
¢ Management of Cybersecurity

Scenario 3: The institution can implement three courses:
For all programs:
¢ Introduction to Cybersecurity
¢ Management of Cybersecurity
e Technical Cybersecurity (e.g. Network Security)
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Scenario 4: The institution can implement four courses:
For a general or technical program:
¢ Introduction to Cybersecurity
¢ Management of Cybersecurity
e Technical Cybersecurity (e.g. Network Security)
¢ Advanced Technical topics such as:
o Firewalls, IDS & VPNs
o 0S Security (Unix/Windows)
o Computer Forensics
For a managerial or business program:
¢ Introduction to Cybersecurity
¢ Management of Cybersecurity
e Technical Cybersecurity
e Advanced Managerial topics such as:
o Contingency Planning
o Computer Law & Ethics
o Security Policy
o Security Governance/strategic planning
As additional courses are added additional technical or managerial topics can be added. Institutions can then begin
drafting specific programs to include electives, existing courses etc. to support their desired outcomes.
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KSU Security Degree Programs — catalog.kennesaw.edu

KSU offered its first security courses as special topics in 2000. In the 20+ years since then, the security offerings have
expanded to multiple majors, minors, and certificate programs. To illustrate the breadth and depth of program possible
in a single institution the current degree programs offered at KSU are listed here along with a link to the current catalog
descriptions. Currently KSU has the following security programs:

e Bachelor of Business Administration in Cybersecurity

e Bachelor of Science in Cybersecurity

e Master of Science in Cybersecurity

e Bachelor of Science in Information Technology w/Cyber Operations Security Concentration
e Bachelor of Science in Computer Science w/Cyber and Network Security Concentration
e Undergraduate Certificate in Cybersecurity

e Undergraduate Certificate in Cybersecurity

e Graduate Certificate in Cybersecurity

e Graduate Certificate in IT Security

e Undergraduate Minor in Cybersecurity

e Undergraduate Minor in Cybersecurity

BBA-Cybersecurity

The flagship degree in security at KSU, the BBA-ISA began as a BS degree in 2005, with a joint information
systems/computer science foundation in a College of Science and Mathematics. In 2012, the Information Systems group
split off from the Computer Science group and moved to the College of Business, requiring the degree to transition to a
Bachelor of Business Administration degree, replacing the CSIS foundation with a traditional business core. The degree
is now considered optimal for those seeking security management careers. Visit

http://catalog.kennesaw.edu/preview program.php?catoid=54&poid=6221&returnto=3995 for the 2021 catalog.

Program Description

The purpose of the Bachelor of Business Administration with a major in Cybersecurity (BBA-ISA) program is to create
technologically proficient, business-savvy cybersecurity professionals capable of applying policy, education & training,
and technology solutions to protect information assets from all aspects of threats, and to manage the risks associated
with modern information usage. Cybersecurity is the protection of the confidentiality, integrity, and availability of
information while in transmission, storage, or processing, through the application of policy, technology, and education
and awareness. Information assurance concerns information operations that protect and defend information and
information systems by ensuring availability, integrity, authentication, confidentiality, and nonrepudiation. This program
spans both areas in its approach to the protection of information in the organization.

In February 2022, the National Security Agency redesignated Kennesaw State University as a National Center of
Academic Excellence in Cyber Defense Education. The Bachelor of Science in Cybersecurity was validated as KSU’s
Program of Study, with the designation and program validation effective through 2027.

General Education Core Curriculum (Areas A-E) (42 Credit Hours)
Lower Division Business Core (Area F) (18 Credit Hours)

e ACCT 2101: Principles of Accounting |

e ACCT 2102: Principles of Accounting Il

e ECON 2105: Principles of Macroeconomics
e ECON 2106: Principles of Microeconomics
e ECON 2300: Business Statistics
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e |S2200: Information Systems and Communication
Leadership and Career Program (0 Credit Hours)

e BUSA 2150: Discovering My Major and Career
e BUSA 3150: Developing My Career Essentials
e BUSA 4150: Driving My Success

Major Requirements (54 Credit Hours)
Business Core (24 Credit Hours)

e BLAW 2200: Legal and Ethical Environment of Business
e MGT 3100: Management and Behavioral Sciences

e MKTG 3100: Principles of Marketing

e FIN 3100: Principles of Finance

e 1S3100: Information Systems Management

e MGT 3200: Operations Management

e ECON 3300: Applied Statistical and Optimization Models
o MGT 4199: Strategic Management

Major Field Requirements (24 Credit Hours)

e [SA 3010: Security Script Programming

e ISA 3100: Principles of Cybersecurity

e ISA 3200: Network Security

e |ISA 3210: Client Systems Security

e ISA 3300: Management of Cybersecurity in a Global Environment
e |SA 4200: Perimeter Defense

e [SA 4220: Server Systems Security

e ISA 4820: Cybersecurity Programs and Strategies

Major Field Electives (6 Credit Hours) - Select 6 credit hours from the following:

e ISA 3710: International Issues in Cybersecurity
e ISA 4330: Incident Response and Contingency Planning
e ISA 4350: Management of Digital Forensics and eDiscovery
e |SA 4400: Directed Study in Cybersecurity
e |SA 4490: Special Topics in Cybersecurity
e |SA 4700: Emerging Issues in Cybersecurity
e [SA 4805: Penetration Testing
e |S3040: IT Infrastructure
e 1S 3220: Global IS Project Management
e |5 3920: Application Development |l
e Any other courses from IS, ISA, and CRJU as approved by the Department.
e FTA 4100: Introduction to Cybersecurity for FinTech

Business Electives (6 Credit Hours)

Six hours of credit from upper-division (3000-4000 level) course offerings outside the Major, but inside the Coles
College of Business. ISA courses cannot be used here. (A maximum of six hours of credit in Cybersecurity Co-Ops and
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Internships may be used in this area. Co-Ops and Internships cannot be used in any other area.) ISA Students are
encouraged to take IS courses in this area.

Program Total (120 Credit Hours)

For course descriptions visit: http://catalog.kennesaw.edu/content.php?catoid=54&navoid=3997 and select ISA from
the prefix menu.
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Bachelor of Science in Cybersecurity

Developed in 2016 as an eMajor, the Bachelor of Science in Cybersecurity is a 120-credit-hour, fully online,
interdisciplinary program that prepares technologically capable, business-aware cybersecurity professionals. The
curriculum combines technical cybersecurity, information technology, management, law, policy, ethics, human factors,
risk management, and cybercrime. Students may pursue the Systems Security, Network Security, or Cyber Crime track,
and eligible students may use approved Double Owl pathways to continue into selected KSU graduate programs. The
program is housed in the Michael J. Coles College of Business and supported by the Center for Cybersecurity
Education.http://catalog.kennesaw.edu/preview program.php?catoid=54&poid=6379&returnto=3995

Program Description

The purpose of the Bachelor of Science with a major in Cybersecurity (BS-CYBR) program is to create technologically
capable, business-aware cybersecurity professionals capable of applying technical skills and the knowledge of security
management to protect computerized information systems from a wide variety of of threats, and to manage the risks
associated with modern information technology usage. Cybersecurity is a computing-based discipline involving
technology, people, information, and processes to enable assured operations. It involves the creation, operation,
analysis, and testing of secure computer systems. It is an interdisciplinary course of study, including aspects of
information technology, law, policy, human factors, ethics, and risk management often in the context of adversaries.

In February 2022, the National Security Agency redesignated Kennesaw State University as a National Center of
Academic Excellence in Cyber Defense Education. The Bachelor of Science in Cybersecurity was validated as KSU’s
Program of Study, with the designation and program validation effective through 2027.

The Bachelor of Science with a major in Cybersecurity is a fully online degree that has the primary objective of meeting
the high demand for professional degrees in cybersecurity. The degree has core requirements, major requirements,
major specializations, and required electives. The major contains those courses considered fundamental to the
cybersecurity field and the electives give the student some flexibility in choice.

General Education Core Curriculum (Areas A-E) (42 Credit Hours)
Lower Division Major Requirements (Area F) (18 Credit Hours)

e ACCT 2101: Principles of Accounting |
e ECON 2300: Business Statistics
or
STAT 2332: Probability and Data Analysis
e (CSE 1321: Programming and Problem Solving |
e (CSE 1321L: Programming and Problem Solving | Laboratory
e (CSE 1322: Programming and Problem Solving Il
e (CSE 1322L: Programming and Problem Solving Il Laboratory
e CSE 2300: Discrete Structures for Computing
or
MATH 2345: Discrete Mathematics

Major Requirements (37 Credit Hours)
Upper Division Technical Core (13 Credit Hours)

e CYBR 3123: Hardware and Software Concepts
o CYBR 3423: Operating Systems Concepts & Administration
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e CYBR 4323: Data Communications & Networking
e CYBR 4423: Linux/Unix Administration

Upper Division Security Core (21 Credit Hours)

e CYBR 3100: Principles of Cybersecurity

e CYBR 3200: Network Security

e CYBR 3210: Client Systems Security

e CYBR 3300: Management of Cybersecurity in a Global Environment
o CYBR 4200: Perimeter Defense

o CYBR 4220: Server Systems Security

e CYBR 4330: Incident Response and Contingency Planning

Capstone (3 Credit Hours)
e CYBR 4810: Cyber Defense
Upper Division Major Specializations (9 Credit Hours)

All BS-CYBR students are required to take a minimum of 9 credit hours as an upper-level specialization. They must
choose one of the following specializations and complete all the courses listed. The options are:

Systems Security Track

e CYBR 3153: Database Systems
e CYBR 4843: Ethical Hacking for Effective Defense
or
CYBR 4883: Infrastructure Defense
e CYBR 4350: Management of Digital Forensics and eDiscovery
or
CYBR 4853: Computer Forensics

Network Security Track

e CYBR 4333: Network Configuration & Administration
e CYBR 4833: Wireless Security
e CYBR 4893: Internet of Things: Applications and Security

Cyber Crime Track

e CRJU 1101: Foundations of Criminal Justice
e CYBR 3305: Technology and Criminal Justice
e CYBR 4305: Technology and Cyber Crime

Major Electives (9 Credit Hours)

e Students should choose 9 credit hours from the following:

e CYBR 3220: Global IS Project Management

e CYBR 3223: Software Acquisition and Project Management

e Any CYBR prefix course not included in your chosen concentration
e CYBR 3396: Cooperative Study

e CYBR 3398: Internship

e CYBR 4400: Directed Study

31
Version 4 | October 2025



e CYBR 4490: Special Topics in Cybersecurity

e Any 3xxx or 4xxx IS/ISA/IT/CS/CSE/CRIU course for which the student can meet the prerequisites except certain
specific restricted ISA or IT Security course (see an advisor for complete listing)

Free Electives (5 Credit Hours)

Program Total (120 Credit Hours)

For course descriptions visit: http://catalog.kennesaw.edu/content.php?catoid=54&navoid=3997 and select CYBR from
the prefix menu.
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Master of Science in Cybersecurity

The Master of Science in Cybersecurity was developed by an interdisciplinary faculty team. The program is housed in the
Michael J. Coles College of Business and supported by the Center for Cybersecurity Education. Visit the current KSU
Graduate Catalog for program requirements and course

descriptions.http://catalog.kennesaw.edu/preview program.php?catoid=55&poid=6567

Program Description

The Master of Science in Cybersecurity degree enhances career opportunities to supervise, design, develop, and operate
a secure cyber environment. The program can be completed 100% online in 12 months by fully prepared applicants and
employs a unique 7-week course structure allowing students to complete four courses per fall and spring semester while
taking two subjects at a time.

Upon completion of the MS-Cybersecurity, students will be able to: strategize, design, develop, deploy, and lead
cybersecurity efforts in the enterprise; prepare for, respond to, and recover from cybersecurity threats and incidents;
manage cybersecurity risk to information assets; and select and apply appropriate tools and methodologies to solve
real-world cyber problems.

Required Courses (30 Credit Hours)

e CYBR 7000: Cyber Law, Policy, and Enforcement
e CYBR 7050: Cybercrime Detection, Analysis, and Forensics
e CYBR 7100: Secure Application Development
e CYBR 7200: Securing Enterprise Infrastructure
e CYBR 7220: Mobile and Cloud Security
e CYBR 7240: Cyber Analytics and Intelligence
e CYBR 7300: Management of Cybersecurity
e CYBR 7350: Contingency Planning and Response
e CYBR 7400: Introduction to Cryptography and Its Application
e CYBR 7910: Capstone in Cybersecurity Practicum
or
CYBR 7930: Capstone in Cybersecurity Management

Program Total (30 Credit Hours)

For course descriptions visit: http://catalog.kennesaw.edu/content.php?catoid=55&navoid=4084 and select CYBR from
the prefix menu.
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Bachelor of Science in Information Technology with the Cyber Operations Security Concentration
The Bachelor of Science in Information Technology has a Cyber Operations Security concentration for students
interested in serving as IT professionals with the ability to migrate to security positions later in their career. Visit
http://catalog.kennesaw.edu/preview program.php?catoid=54&poid=6290 for the 2021 catalog.

Program Description

The Bachelor of Science in Information Technology degree has the primary objective of meeting the high demand for
professional degrees in the strategy, development and administration of integrated computing, management, and
information technology systems. The degree has core requirements, major requirements and required electives. The
major contains those courses considered fundamental to the information technology field and the electives give the
student some flexibility in choice.

General Education Core Curriculum (Areas A-E) (42 Credit Hours)
Lower Division Major Requirements (Area F) (18 Credit Hours)

e (CSE 1321: Programming and Problem Solving |
e (CSE 1322: Programming and Problem Solving Il
e (CSE 1321L: Programming and Problem Solving | Laboratory
e (CSE 1322L: Programming and Problem Solving Il Laboratory
e CSE 2300: Discrete Structures for Computing
or
MATH 2345: Discrete Mathematics
e TCOM 2010: Technical Writing
e STAT 2332: Probability and Data Analysis

Major Requirements (40 Credit Hours)

e (SE 3153: Database Systems

e (SE 3801: Professional Practices and Ethics

e IT 3003: Professional Development & Entrepreneurship
e |T 3123: Hardware and Software Concepts

e |T 3203: Introduction to Web Development

e |T 3223: Software Acquisition and Project Management
e IT 3423: Operating Systems Concepts & Administration
e |T 3883: Advanced Application Development

e |T 4323: Data Communications & Networking

e |T 4683: Management of Information Technology and Human Computer Interaction
e IT4723:IT Policy and Laws

e |T 4823: Cybersecurity Administration & Privacy

e [T 4983: IT Capstone

Upper Level Concentrations (15 Credit Hours)

All BSIT students are required to take a minimum of 15 credit hours in an upper-level concentration. They choose one of
the four concentrations and complete any 4 of the courses listed for that concentration. The 5th course in the
concentration can be a course from that same concentration or one of the other concentrations or IT Special Topics
course or CSE Internship course.
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Cyber Operations Security Concentration
Complete any four courses for a total of 12 credit hours from the following:

o |IT 4833: Wireless Security

e |IT 4843: Ethical Hacking for Effective Defense

e [T 4853: Computer Forensics

e |T 4863: Web and Mobile Application Security

e IT 4883: Infrastructure Defense

e |IT 4893: Internet of Things: Applications and Security

5th Course Option - The 5th course can be any Cyber Operations Security concentration course not already elected or
one of the following:

e (CSE 4983: CSE Computing Internship

e IT 3503: Foundations of Health Information Technology
e IT 3703: Introduction to Data Analytics and Technology
e [T 4153: Advanced Database

o T 4333: Network Configuration & Administration

e |T 4403: Advanced Web and Mobile Applications

e IT 4603: Introduction to Blockchain Technologies

e IT 4673: Virtual IT Systems

e |IT 4713: Business Intelligence Systems

e |T 4490: Special Topics in Information Technology

e [T 4493: IT Undergraduate Research

Free Electives (5 Credit Hours)
Program Total (120 Credit Hours)

For course descriptions visit: http://catalog.kennesaw.edu/content.php?catoid=54&navoid=3997 and select IT (or other
prefix) from the prefix menu.
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Bachelor of Science in Computer Science with the Cyber and Network Security Concentration
The computer science degree in the College of Computing and Software Engineering has added a security concentration
to its offerings. Visit http://catalog.kennesaw.edu/preview program.php?catoid=54&poid=6193 for the 2021 catalog.

Program Description

The Bachelor of Science with a major in Computer Science program (BSCS) provides a blend of the foundations of
computer science (CS) and applications in the information technology (IT) industry. The BSCS program emphasizes the
study of computer systems architecture, software development, and data communications. Core technology areas
include programming, computer architecture, operating systems, data communication, database systems, and software
engineering. These areas are supported by a strong foundation in computing principles such as the design of
programming languages, data structures, and operating system principles. The program includes a mathematics
component and mathematics concepts are incorporated into many of the major courses.

General Education Core Curriculum (Areas A-E) (42 Credit Hours)
Lower Division Major Requirements (Area F) (18 Credit Hours)

e (CSE 1321: Programming and Problem Solving |

e (CSE 1321L: Programming and Problem Solving | Laboratory
e (CSE 1322: Programming and Problem Solving Il

e (CSE 1322L: Programming and Problem Solving Il Laboratory
e MATH 2202: Calculus Il

e MATH 2345: Discrete Mathematics

e TCOM 2010: Technical Writing

Major Core Requirements (40 Credit Hours)

e (S 3305: Data Structures

e (S 3503: Computer Organization and Architecture
e (S 3502: Operating Systems

e SWE 3313: Introduction to Software Engineering
e (S 3410: Introduction to Database Systems

e (S 4306: Algorithm Analysis

e (S 3622: Fundamentals of Data Communications
e (CS 4504: Parallel and Distributed Computing

e (S 4308: Concepts of Programming Languages

e (CSE 3801: Professional Practices and Ethics

e (S 4850: Computer Science Senior Project

e STAT 2332: Probability and Data Analysis

e MATH 3260: Linear Algebra |

Major Electives (15 Credit Hours)
Cyber and Network Security Concentration (15 Credit Hours)
Required Courses (12 Credit Hours)

e (S 3626: Cryptography
e (S 4612: Software Security
e (S 4622: Computer Networks
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e (S 4626: Computer and Network Security
Elective (3 Credit Hours) Choose One:

e (S 4491: Advanced Topics in Computer Science (in concentration)
e (S 4492: Undergraduate Research

e (CSE 4983: CSE Computing Internship (in concentration)

e |T 4823: Cybersecurity Administration & Privacy

e |T 4833: Wireless Security

e |IT 4843: Ethical Hacking for Effective Defense

e [T 4853: Computer Forensics

e [T 4883: Infrastructure Defense

Free Electives (5 Credit Hours)
Program Total (120 Credit Hours)

For course descriptions visit: http://catalog.kennesaw.edu/content.php?catoid=54&navoid=3997 and select CS (or other
prefix) from the prefix menu.
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Master of Science in Information Systems

The MSIS degree offered in the Michael J. Coles College of Business has an integral concentration of three security
courses. The MSIS course were among the first security courses offered at KSU in 2000 as special topics. These courses
are also part of the Graduate ISA Certificate. Visit

http://catalog.kennesaw.edu/preview program.php?catoid=55&poid=6450 for the 2021 catalog.

Program Description

Coles MSIS teaches analysis, scoping and controlled use of business data and technology to refine processes, optimize
decisions, and implement strategies to derive business value. Working professionals benefit from the hybrid nature of
delivery and the flexible pace of study. Full time students benefit from professionally experienced professors and real-
life opportunities for projects and industry engagements. Coles MSIS welcomes all majors and degrees from
undergraduate education. The program also offers opportunity for an MBA-MSIS dual degree and an embedded
graduate certificate in Cybersecurity for students.

The MSIS program teaches scoping, choice, assessment, deployment, management and secured use of information and
computing technologies in the way they bring value to an organization with special emphasis on the following areas:

e Data Management and Business Intelligence Including Big Data
e Cybersecurity Risk Management

e System Analysis and Design

e |T Project Management

o T Strategy

Students take the same set of 10, 3-credit courses to complete the program within one calendar year.
Required Courses (30 Credit Hours)

e IS 7005: Informatics

e IS 7060: Information Systems Development Methods and Technologies
e |S 7080: Database Application Design and Implementation

e IS 7100: Advanced IT Project Management

e S 7200: Legal and Ethical Issues in Information Systems

e /S 7310: Governance, Risk Management, and Compliance

e IS 7320: Cybersecurity Technologies

e /S 7330: Disaster Recovery/Business Continuity Planning

e 1S7920: IT Customer Relationship Management

e |S7935: Business Intelligence - Traditional and Big Data Analysis

Program Total (30 Credit Hours)

For course descriptions visit: http://catalog.kennesaw.edu/content.php?catoid=55&navoid=4084 and select IS from the
prefix menu.

38
Version 4 | October 2025


http://catalog.kennesaw.edu/preview_program.php?catoid=55&poid=6450
http://catalog.kennesaw.edu/content.php?catoid=55&navoid=4084

Cybersecurity Undergraduate Certificate - Stand-Alone

Offered by the Department of Information Systems and Security, the Undergraduate ISA certificate provides students
with a stand-alone credential they can complete independent of any other degree program. Visit
http://catalog.kennesaw.edu/preview program.php?catoid=54&poid=6222 for the 2021 catalog.

Program Description

The Certificate in Cybersecurity is designed for students with an interest in Cybersecurity and its application in the
expanding field of technology. The certificate program emphasizes the skills and knowledge necessary to protect and
inspect systems, and to detect and react to threats to the security of information in those systems. This certificate can
not be awarded to students who earn the BBA with a major in Cybersecurity or the BS with a major in Cybersecurity.

Required Courses (15 Credit Hours)

e ISA 3100:Principles of Cybersecurity

e |SA 3200:Network Security

e |ISA 3210:Client Systems Security

e ISA 3300:Management of Cybersecurity in a Global Environment
e ISA 4330:Incident Response and Contingency Planning

Program Total (15 Credit Hours)

For course descriptions visit: http://catalog.kennesaw.edu/content.php?catoid=54&navoid=3997 and select ISA from
the prefix menu.
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Cybersecurity Undergraduate Certificate - Stand-Alone and Embedded

The Cybersecurity Undergraduate Certificate is offered through the Michael J. Coles College of Business and supported
by the Center for Cybersecurity Education. Visit the current KSU Undergraduate Catalog for official
requirements.http://catalog.kennesaw.edu/preview program.php?catoid=54&poid=6374

Program Description

The Certificate in Cybersecurity is designed for students with an interest in the security of computer networks and
systems and its application in the expanding field of technology. The certificate program emphasizes the skills and
knowledge necessary to protect and inspect systems, and to detect and react to threats to the security of information in
those systems. The certificate requires 15 semester hours (5 courses), and all coursework must be completed with a “C”
or better.

Required Courses (15 Credit Hours)

e (CSE 1321: Programming and Problem Solving |

e (CSE 1321L: Programming and Problem Solving | Laboratory

e CYBR 3100: Principles of Cybersecurity

e CYBR 3200: Network Security

e CYBR 3210: Client Systems Security

e CYBR 3300: Management of Cybersecurity in a Global Environment

Program Total (15 Credit Hours)

For course descriptions visit: http://catalog.kennesaw.edu/content.php?catoid=54&navoid=3997 and select CYBR from
the prefix menu.

Cybersecurity Graduate Certificate

The graduate certificate program in cybersecurity is designed for both working professionals and graduate students.
Students learn IT security technology through a hands-on virtual lab. Traditional classes teach how to secure and
manage IT resources and how to plan, provide and manage system security incidents and disasters. Students also learn
IT ethics and legalities including corporate and regulatory compliance in terms of methods, approaches, and governance.

Courses required for certificate: (12 Credit Hours)
Security Management

e |S7310: Governance, Risk Management, and Compliance
OR
IT 6823: Cybersecurity Concepts and Administration

Security Technology

e IS 7320: Cybersecurity Technologies
Contingency Planning

e IS 7330: Disaster Recovery/Business Continuity Planning
Elective

® |S7200: Legal and Ethical Issues in Information Systems
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OR
IS 7305: Foundations of Cybersecurity

Program Total (12 Credit Hours)

For course descriptions visit: http://catalog.kennesaw.edu/content.php?catoid=55&navoid=4084 and select IS from the
prefix menu.
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Information Technology Security Graduate Certificate
This certificate program is offered by the Department of IT, College of Computing and Software Engineering. Visit
http://catalog.kennesaw.edu/preview program.php?catoid=55&poid=6522 for the 2021 catalog.

Program Description

The Graduate Certificate in Information Technology Security Program is designed for individuals to advance their
knowledge and career options in the field of cybersecurity. The certificate program focuses on fundamental principles of
securing networks and computer systems, hands-on experience with configuration, design, development and
administration of security tools, and an awareness of industry best practices. Graduates from the program will build a
strong foundation in pursuing a career in the cybersecurity field. The certificate can be taken as a stand-alone program
or embedded as part of the Master of Science in Information Technology program.

Required Course (3 Credit Hours)

e |IT 6823: Cybersecurity Concepts and Administration
Elective Courses (9 Credit Hours)
Choose any three courses from the following:

e |T 7303: Data Privacy Technologies

e |T 7313: Physical IT Systems Security

e IT 7333: Enterprise Cloud and Wireless Security

e IT 7323: Computer Forensics

e IT 7343: Ethical Hacking: Network Security and Penetration Testing
e IS 7330: Disaster Recovery/Business Continuity Planning

Program Total (12 Credit Hours)

For course descriptions visit: http://catalog.kennesaw.edu/content.php?catoid=55&navoid=4084 and select IT (or IS)
from the prefix menu.
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Cybersecurity Minor
This program is offered by the Department of ISS, Michael J. College of Business. Visit
http://catalog.kennesaw.edu/preview program.php?catoid=54&poid=6223 for the 2021 catalog.

Program Description

The Minor in Cybersecurity is designed for students with an interest in Cybersecurity and its application in the expanding
field of technology. The Minor emphasizes the skills and knowledge necessary to protect and inspect systems, and to
detect and react to threats to the security of information in those systems. The Minor requires 18 semester hours (6
courses), and all coursework must be completed with a grade of “C” or higher.

Required Courses (15 Credit Hours)

e 1S2200: Information Systems and Communication

e ISA 3100: Principles of Cybersecurity

e ISA 3200: Network Security

e |ISA 3210: Client Systems Security

e |SA 3300: Management of Cybersecurity in a Global Environment

Select one of the following (3 Credit Hours)

e ISA 4200: Perimeter Defense
o ISA 4220: Server Systems Security

Program Total (18 Credit Hours)

For course descriptions visit: http://catalog.kennesaw.edu/content.php?catoid=54&navoid=3997 and select ISA from
the prefix menu.
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Cybersecurity Minor

The Cybersecurity minor is offered through the Michael J. Coles College of Business and supported by the Center for
Cybersecurity Education. Visit the current KSU Undergraduate Catalog for official
requirements.http://catalog.kennesaw.edu/preview program.php?catoid=54&poid=6375

Program Description

The Minor in Cybersecurity addresses students with an interest in the application of cybersecurity controls on
information systems. The Minor emphasizes the skills and knowledge necessary to defend networks and systems, and to
detect and react to threats to those systems. The Minor requires 18 semester hours (6 courses), and all coursework

must be completed with a grade of “C” or higher.

Required Courses (18 Credit Hours)

CSE 1321: Programming and Problem Solving |

CSE 1321L: Programming and Problem Solving | Laboratory

CYBR 3100: Principles of Cybersecurity

CYBR 3200: Network Security

CYBR 3210: Client Systems Security

CYBR 3300: Management of Cybersecurity in a Global Environment
CYBR 4330: Incident Response and Contingency Planning

Program Total (18 Credit Hours)

For course descriptions visit: http://catalog.kennesaw.edu/content.php?catoid=54&navoid=3997 and select CYBR from

the prefix menu.
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Instructional Support Materials
In addition to the International Standards and Special Publications described earlier, there are an increasing number of
materials which can support the design, development and instruction of various security topics.

Security Textbooks

There are a variety of academic textbooks currently available from various publishers. This was not always the case. As
mentioned previously, back in 2000 when we began developing our first security courses, we were forced to use trade
press books, and NIST Special Publications. Thus Drs. Whitman and Mattord began authoring texts just to have an
academic suite of books to use in the various courses.

Over the years, the following texts have been written and used in course. Unfortunately, some were so niche, they have
fallen behind in priority for the publisher. Some are part of a request by the authors to obtain the IP from the publisher
to consider independent publication. The two flagship texts: Principles of Cybersecurity and Management of
Cybersecurity are moving steadily forward and have been adopted by over 700 institutions globally.

Textbooks currently available from Cengage Learning:

Principles of Information Security, 7th Edition (2022), Whitman & Mattord —
https://www.cengage.com/c/principles-of-information-security-7e-
whitman/9780357506431PF/https://www.cengage.com/c/principles-of-information-security-7e-
whitman/9780357506431PF/

Management of Cybersecurity, 7th Edition (published 2025; copyright 2026), Whitman & Mattord — ISBN
9798214011738.https://www.cengage.com/c/management-of-information-security-6e-
whitman/9781337405713PF

Principles of Incident Response and Disaster Recovery, 3rd Edition (2022), Whitman & Mattord —
https://www.cengage.com/c/principles-of-incident-response-disaster-recovery-3e-whitman-
mattord/9780357508329/https://www.cengage.com/c/principles-of-incident-response-and-disaster-recovery-
3e-whitman/9780357508329PF

Older texts still available from Cengage Learning

Hands-On Information Security Lab Manual, 4th Edition (2014), Whitman, Mattord & Green — official published
title retained.https://www.cengage.com/c/hands-on-information-security-lab-manual-4e-
whitman/9781285167572PF/

Guide to Network Security, 1% Edition (2013) — Whitman, Mattord, Mackey & Green -
https://www.cengage.com/c/guide-to-network-security-le-whitman/9780840024220PF/

Guide to Firewalls and VPNs, 3™ Edition (2012) — Whitman, Mattord & Green -
https://www.cengage.com/c/guide-to-firewalls-and-vpns-3e-whitman/9781111135393PF

Other texts formerly available from Cengage Learning (some are still available through third-party vendors)

Readings and Cases in the Management of Information Security (2005), Whitman & Mattord — official published
title retained.

Readings and Cases in Information Security: Law and Ethics (2011), Whitman & Mattord — official published title
retained.

Roadmap to Information Security for IT and InfoSec Managers (2011), Whitman & Mattord — official published
title retained.

If you would like additional information on these books (i.e. how well they worked in the class, or what support
materials are included) please contact us. All Cengage Learning texts include instructor’s ancillaries including PowerPoint
slide shows, text banks, and instructor’s guides. The MindTap editions also include supplemental learning materials,
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videos, vignettes and additional instructor support.
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The Next Step: The Curriculum Development Project: Design Revision and External
Evaluation

We are continually working to further design, revise, and seek external review of the curriculum model. It is our intent
to obtain outside input on this model, and additional insight as to the quality of the learning objectives, course content
and supporting materials needed to complete the curriculum model, as well as further explore knowledge areas.

Questions remaining include:

e What areas should be emphasized in a technical program vs. a managerial program vs. a balanced program?
e What other courses should be added to each area, and what should they entail?

e Are the proposed levels of knowledge appropriate or should additional depth be pursued?

e Are there sub-domains below the major and minor topics listed?

To answer these questions, we must consult with other experts in the field and obtain their insight. We plan to take the
preliminary implementation and draft curriculum model to our peers for commentary. Your feedback will be used to
further shape our annual security curriculum development workshop, held in conjunction with the CCE Conference on
Cybersecurity Education, Research, and Practice (https://cyberinstitute.kennesaw.edu/ccerp/index.php and
https://digitalcommons.kennesaw.edu/ccerp/). This conference focuses on pedagogy and practice of security education,
held annually in October at KSU. Look for the CFP in March/April, with the conference announcement going out in May.
Contact us if you don’t hear by then at cybersecurity@kennesaw.edu.

We will continually synthesize all inputs and commentary from the workshop at CCERP and continue to refine the final
model as a report sponsored by the KSU CCE.

Broader Impacts of This Proposal

The ultimate purpose of the curriculum development project is to assist in the advancement of cybersecurity education
in the country. We feel that many schools are struggling with the same problems that organizations are, in
understanding what is needed to support the security of information, and what skills and qualifications are needed in a
quality cybersecurity applicant. The core of this project is to improve education, by assisting instructors in
understanding what must be taught. It seeks to enhance and support educational infrastructure, by providing a
curriculum model that provides structure and guidance in the implementation of this critical coursework. Many
instructors will be able to master the basics of organizational policy, planning, and staffing. The technical components of
any curriculum are often the most difficult to master. A framework for the instruction of this technical content will
provide strong guidance on the instruction of a wide variety of technical security components. Society will benefit as
more qualified security personnel are created, improving the level of security of personal information in organizations
around the country.
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How you can help

This draft curriculum model is an ongoing effort to improve cybersecurity curriculum. Through our presentations and
discussion across the US, we have spoken with a number of faculty members, all eager to learn about developing and
implementing cybersecurity curriculum. You can help us in two ways:

1. Provide critical but constructive reviews of the curriculum model and materials presented here: Ask yourself the
following questions:
¢ Do the recommendations of this model seem comprehensive, robust and scalable? Why or why not?
e Do the recommendations of this model follow established curriculum development guidelines?
¢ Do the recommendations of this model work within established curriculum models for technology (or non-

technology) programs?

¢ What could be improved in this model?

2. Let us know you like or are using the curriculum model. Send us a letter on letterhead supporting the curriculum
model developed. Your indication of support will be used in subsequent grant activities designed to improve the
curriculum model.
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Appendix: Security Curriculum Development Procedures for use at your institution:

l. Determine interest, scope and intent of the program.

Discuss within your department the desired scope and outcomes of a program in Cybersecurity. At this point simply get
buy-in that two or more courses in Cybersecurity are desirable. If a concentration, specialization, certificate, or degree
program is desired, additional information will be required.

Scope:
General Outcomes:
Il. Determine stakeholder interest and guidance.

Organize a meeting with interested stakeholders, including industry representative of potential employers, alumni,
students, and faculty. Obtain their general perception of the idea of courses/programs in Cybersecurity. It may be useful
to anonymously survey their opinions. Questions to ask could include:

1) Do you feel the department should consider another program? Why or why not?

2) Do you feel that graduates with coursework/certificate/degree in Cybersecurity would be valuable to
regional employers? Why or why not?

3) If the department should consider offering this program, what skills do you feel that the student should
possess upon graduation?

Summarize the responses.
Il Form the curriculum development committee.

Form a working committee to begin determining the specific focus, objective, depth, etc of the program. Research the
field of potential jobs in your area in Cybersecurity. This information will assist in the selection of the focus of the
program. Include the feedback from Step Il. Identify available resources in terms of labs, faculty, and course offerings.

V. Map desired positions to knowledge areas.

Using the methods outlined in the document, fill in the following table. Feel free to add/remove blanks as needed. If you
feel the table in the document is satisfactory as completed go to the next step.

1) Only include the positions you want your students to be able to perform after they complete the
program.

2) Include the Roles these positions map based on the definitions earlier.

3) Identify the knowledge areas that correspond to these roles. Use the materials provided earlier as a
template. Do not try to map mastery levels yet.

V. Discuss the following constraints on the program.

The following questions should be discussed:

1) What should the focus of the courses/program be? Managerial, Technical, or Balanced?

2) How many courses in Cybersecurity can we offer in this program?

3) What courses, that we currently offer, could be included or adapted to support this program?
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If in answering question 1, the institution desires a security program but just hasn’t made up its mind as to which
emphasis it wishes to take, the following set of program objectives may assist. The following list of program objectives
can be used to determine what focus you desire for your program. Check off the objectives you want graduates of your
program to meet, or rather what qualities should your students possess upon graduation. Use caution, as it is our first
tendency to check everything! Realize that this may not be feasible unless you are able to implement an entire degree
program with 7 or more courses exclusively in Cybersecurity related areas.

Once you have checked all desired qualities, the section immediately following the list will provide guidance on what
type of program may be best suited for your desired outcomes.

Upon completion of the program the student will have the following qualities (Check all that apply):

[ 1 1.The graduate has a thorough understanding of the types and uses of Cybersecurity policies, and can create
examples bases on established frameworks.

[ 1 2.Thegraduate is able to recognize, define and implement firewall-related solutions to appropriate threats.

[ 1 3.The graduate possesses a detailed understanding of the process of organizational planning for cybersecurity at
strategic, tactical and operational levels.

[ 1 4.The graduate possesses knowledge, skill and technical depth in implementing cryptographic solutions using
appropriate methods, techniques and tools such as PKI and VPNs.

[ 1] 5. Thegraduate has the ability to critically analyze and articulate positions on the legal and ethical implications
and influences of Cybersecurity, including relevant codes of ethics and federal and state laws.

[ ] 6.The graduate possesses the ability to evaluate a given computer operating system and implement “hardened”
security measures to protect it.

[ 1 7.The graduate has detailed knowledge of the types, organization, responsibilities and qualifications of
Cybersecurity personnel in an organization..

[ 1 8.The graduate has the ability to conduct an effective vulnerability assessment of an organizations Cybersecurity
posture and report their findings in a meaningful format.

[ 1 9.The graduate can implement a risk management program including a detailed risk assessment, and recommend
appropriate risk control strategies and measures.

[ 1 10.The graduate can articulate the composition of popular security models such as BIBA, Bell LaPadula, etc.

[ ] 11.The graduate can develop and manage plans for dealing with organizational contingencies such as incidents and
disasters.

[ 1 12.The graduate can evaluate and recommend effective security architectures using security technologies, such as
bastion hosts, screened subnets and demilitarized zones.

[ 1 13.The graduate can develop, implement and manage security programs designed to improve employee
perception of cybersecurity, such as security education, training and awareness programs.

[ ] 14.The graduate is able to recognize, define and implement intrusion detection systems- based solutions to
appropriate threats, including both host and network IDS.

[ ] 15.The graduate can evaluate and recommend improvements to the implementation of security procedures in
handling personnel in the organization, including hiring, termination, and contract employee issues.
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[ 1 16.The graduate is able to evaluate, define and implement defenses against malicious code attacks such as viruses,
worms and denial of services.

[ 1 17.The graduate can critically discuss popular cybersecurity management practices, standards and models such as
ISO 17799, NIST SPs 14 & 18, etc.

[ 1 18.The graduate is able to evaluate, define and implement defenses as part of counter intrusion measures against
active and passive hacker attacks.

[ 1 19.The graduate has the ability to conduct Cost/Benefit Analyses on proposed security countermeasures and
present to organizational stakeholders in a meaningful manner.

[ 1 20.The graduate is able to evaluate, define and implement effective access controls technologies and procedures
in accordance with organizational policy.

Now that you have specified the desired learning outcomes for your program, add up the number of checks by ODD and
EVEN answers. If you find substantially more checks by ODD numbers, say 3 or more, then your inclination is toward a
managerial program. If you find substantially more checks by EVEN numbers, again 3 or more, then your inclination is
toward a managerial program. If your two values are approximately equal (within 2 or fewer) your inclination is toward a
balanced program. If you have a total of more than 16 checks in total, you are either very ambitious or desire a
balanced program with an emphasis toward one or the other area.

Balance this information with the feedback obtained in step II.
VI. Define program objectives.

From the list above, and the information you have gathered and analyzed, identify the 6-10 program objectives that best
map to what you want your students to have achieved upon completion of the material. You can use the list of 20
program objectives in Step V as a starting point.

VII. Determine the level of mastery desired in the program.

Based on desired level of mastery and focus of class determine the level of mastery desired. Perform this exercise
within your program using the blank form. Using the following table as a starting point, you can add additional columns
to represent additional courses to be added providing additional depth in managerial or technical areas. Also feel free to
add or delete specific domain and knowledge area based on your findings in your curriculum efforts.

When finished, take a moment to verify that what you have just created matches the Management vs. Technical
exercise created earlier. If you find you did not fill in many technical areas with desired depth beyond U (i.e. A or P) and
yet you specified a technical program earlier, you may want to revisit one or both of these activities to determine your
preferred path.

VIII. Determine the number of courses to offer.

Based on the constraints in Step V. List the number of courses you can offer in your program. Consider the following
table in your decision, influence by the focus of your program (managerial vs technical).

IX. Determine the Prerequisite knowledge areas necessary to support the desired classes.

Using the following form as an example, list the classes desired in the middle, the knowledge to be taught in that class
on the right, and then determine what a student should know coming into the class on the left. Then match that
information to existing courses offered in the institution. If a prerequisite knowledge is needed but not currently taught,
it may need to be added to the program.

X. Develop specific course learning objectives.
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Now that the individual courses are becoming defined it is time to define the specific learning objectives that will go into
each course. You can use the examples provides as a starting point.

1) Begin by using syllabi templates and adding other required components.
2) Add learning objectives
3) Select textbooks
4) Define evaluation methods
XI. Define laboratory components and required resources.

For each course identify any desired laboratory exercises. You can use the table of contents for the lab manual listed
earlier for ideas.

For each exercise define what hardware and software components will be required.

Compare to an inventory of on-hand resources. If a desired resources is not available, determine if it can be acquired
prior to the formal offering of the class, else look for alternatives. | find there is a substantial set of
shareware/hackerware that is readily available and suitable for exercises. It’s the name-brand hardware that tends to be
difficult and expensive to acquire. Consider contacting industry advisors and “friends of the department” for
contributions.

XILI. Pilot test key courses.

Select a few key faculty members with experience in cybersecurity to pilot test individual courses.
Collect information on student satisfaction and performance in the various areas of each course.
XII. Refine and revise as needed.

Self-explanatory.
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